Kali Linux for CSP/CSS

Kali Linux install for Virtualbox on Apple Silicon M1/M2/M3/M4?
For x86_64 - go here

' " NOT FOR PRODUCTION " !

Prerequisite

e Apple Silicon MX CPU

e Vitrualbox Apple Silicon Hosts

e VirtualBox Extension Pack

e Kali ARM iso install Apple Silicon (ARM64)
e For Silicon Macs: UTM Tweak install

Install

Create a VM using the iso as bootable CD

Create Virtual Machine

“ MName and Operating System
Name: Kali Linux

Folder: [ [Usersffortiera/VirtualBox VMs

ISO Image: stersﬁortierafDownIcadsfkali—Iinux—2024.3—installer—armad.iso|

Type: | Linux
Subtype: | Debian

Version: Debian (ARM 64-bit)

» Unattended Install
» Hardware

» Hard Disk



https://wiki.fortier-family.com/os/kali/css
https://www.virtualbox.org/wiki/Downloads
https://www.virtualbox.org/wiki/Downloads
https://www.kali.org/get-kali/#kali-installer-images
https://mac.getutm.app/
https://vexedmouse09.github.io/UDMCyberSecurity-Labs-MacBookCompatibility/docs/kali-linux.html

Launch the machine

GHU GRUB wersion 2.12-2+kalil+bl

=Graphical install

Use the & and * keys to select which entry is highlighted.
Press enter to boot the selected 0S. “e’ to edit the commands before booting or ¢’ for
a command-line.

select language



KALI

Select a language

Choose the language to be used for the installation process. The selected language will also be the default
language for the installed system.
Language:

L e e SO
Chinese (Traditional) R (BEe)
Croatian Hrvatski
Czech Cestina
Danish Dansk
Dutch Nederlands
Dzongkha &y
Esperanto Esperanto
Estonian Eesti
Finnish Suomi
French Francais
Galician Galego
Georgian Jabogma
German Deutsch

select country

Go Back ][ Continue




KALI

Select your location

The selected location will be used to set your time zone and also for example to help select the system locale.
Mormally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other” if your location is not listed.
Country, territory or area:

india

Ireland ]
Israel

New Zealand
Nigeria
Philippines
Seychelles
Singapore
South Africa
United Kingdom
United States

Zambia

Zimbabwe

(conack | ([cominus ]




KALI

Select your location

The selected location will be used to set your time zone and also for example to help select the system locale.
Mormally this should be the country where you live.

Select the continent or region to which your location belongs.
Continent or region:

Africa
Antarctica
Asia

Atlantic Ocean
Caribbean

Central America

Indian Ocean
North America
Oceania

South America

Go Back ][ Continue




KALI

Select your location

The selected location will be used to set your time zone and also for example to help select the system locale.
Mormally this should be the country where you live.

Listed are locations for: Europe. Use the <Go Back= option to select a different continent or region if your
location is not listed.

Country, territory or area:
Romania (~]
Russian Federation

San Marino

Serbia

Slovakia

Slovenia

Spain

Svalbard and Jan Mayen

Sweden

Ukraine k

United Kingdom

Aland Islands

Go Back ][ Continue

locales




KALI

Configure locales

There is no locale defined for the combination of language and country you have selected. You can now select
your preference from the locales available for the selected language. The locale that will be used is listed in
the second column.
Country to base default locale settings on:

- ~|
Hong Kong - en_HK.UTF-8 |
India - en_IN
Ireland - en_IlE.UTF-8
Israel - en L B
New Zealand - en NZ.UTF-8
Nigeria - en_NG
Philippines - en_PH.UTF-8
Seychelles - en_SC.UTF-8
Singapore - en_SG.UTF-8 3
South Africa - en_ZA.UTF-8
United Kingdom - en_GB.UTF-8
Zambia - en ZM
Zimbabwe - en ZW.UTF-8 =]

[ Screenshot ] [ Help ] [ Go Back ] [ Congnue ]

Keyboard mapping



Configure the keyboard

Keymap to use:

American End

Albanian

Arabic

Asturian

Bangladesh
Belarusian

Bengali

Belgian

Berber (Latin)

Bosnian

Brazilian

British English
Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French

- ar L ] (]

Go Back ][ Continue




Configure the keyboard

Keymap to use:

Portuguese
Punjabi

Romanian

Russian

Serbian (Cyrillic)
Sindhi

Sinhala

Slovak

Slovenian

Spanish

Swedish

Swiss German &
Tajik

Tamil

Telugu

Thai

Go Back ][ Continue

machine name



KALI

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network, you

can make something up here.
Hostname:

[eeos ]

Go Back ][ Continue

user (sudoer) + password




KALI

Set up users and passwords

A user account will be created for you to use instead of the root account for non-administrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for emails
sent by this user as well as any program which displays or uses the user's real name. Your full name is a
reasonable choice.

Full name for the new user:

[warnaud|

Go Back ][ Continue




KALI

Set up users and passwords

Make sure to select a strong password that cannot be guessed.
Choose a password for the new user:

[] Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.

Re-enter password to verify:

[ esocsese ]

[ show Password in Clear

k

Go Back ][ Continue

Partitioning




KALI

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you prefer,
you can do it manually. With guided partitioning you will still have a chance later to review and customise the
results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

Go Back ][ Cu@tinue




KALI

Partition disks

Mote that all data on the disk you select will be erased, but not before you have confirmed that you really
want to make the changes.

Select disk to partition:

SCSI1 (0,0,0) (sda) - 21.5 GB VBOX HARDDISK

Go Back ][ Colktinue




Partition disks

Selected for partitioning:

SCSI1 (0,0,0) (sda) - VBOX HARDDISK: 21.5 GB

Partitioning scheme:

All files in one partition (recommended for new users)

Separate /home partition

Separate /home, fvar, and /tmp partitions

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first one.

Go Back ][ Continue




KALI

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file
system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager

Configure encrypted volumes

Configure iSCSI volumes

=~ SCSI1(0,0,0) (sda) - 21.5 GB VBOX HARDDISK

= 1.0 MB FREE SPACE
#1 536.9MB B f ESP
= #2 19.9 GB f extd f
= #3 1.0 GB f swap swap
= 1.0 MB FREE SPACE

Unde changes to partitions

Finish partitioning and write changes to disk

Screenshot ] [ Help Go Back ] [ Continue




KALI

Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
SCSI1 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI1 (0,0,0) (sda) as ESP
partition #2 of SCSI1 (0,0,0) (sda) as ext4
partition #3 of SCSI1 (0,0,0) (sda) as swap

Write the changes to disks?
) No

® (Yes|

Default packages



KALI

Software selection

At the moment, only the core of the system is installed. The default selections below will install Kali Linux with
its standard desktop environment and the default tools.

You can customize it by choosing a different desktop environment or a different collection of tools.
Choose software to install:

Desktop environment [selecting this item has no effect]

... Xfce (Kali's default desktop environment)

... GNOME

... KDE Plasma

Collection of tools [selecting this item has no effect]

... topl0 -- the 10 most popular tools

NREeOOX

¥| ... default -- recommended tools (available in the live system)




KALI

Finish the installation

installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the
installation media, so that you boot into the new system rather than restarting the installation.

Please choose <Continue> to reboot.

‘ Screenshot | Go Back |[ Continue

First reboot

check your login/pass then shutdown the VM

Kali GMUALinux
Advanced options for Kali GHU/Linux

UEFI Firmuware Set

Booting in




= us 4 10Nov,10:54

Cancel

Snapshot

Iy Snapshot Name
fJ

20241108-original

Snapshot Description

Basi install

First full upgrade

sudo su




apt update
apt dist-upgrade -y

reboot

BEemmapkeo- " |

] root@vbox: /home/warnaud
File Actions Edit View Help

[sudo] password for warnaud:

/home/warnaud
update
Hit:1 http://http.kali.org/kali kali-rolling InRelease
1922 packages can be upgraded. Run 'apt list --upgradable' to see them.
File System
/home/warnaud
E upgrade -y reboot
The following packages were automatically installed and are no longer required:

" firmware-intel-sound libgail-common libiniparserl openjdk-17-jre-headless
firmware-sof-signed libgaili18t64 1ibjim@.82t64 perl-modules-5.38
fonts-liberation2 libgeos3.12.2 libjsoncpp25 python3-hatch-ves
freerdp2-x11 libgfapie libperl5.38t64 python3-hatchling

hydra-gtk
ibverbs-providers
libassuan®

libavfilter9
libboost-iostreams1.83.8
libboost-threadl.83.@
libcephfs2
libfreerdp-client2-2t64

libgfrpce
libgfxdre
libglusterfs@
libgspell-1-2
libgtk2.0-0t64
libgtk2.@-bin
libgtk2.@-common
libibverbsi

libplacebo33s
libplist3
libpostproc57
librades2
librdmacmlt64
1ibusbmuxdé
libwinpr2-2t64
libzip4tes

python3-pathspec
python3-pluggy

python3-setuptools-scm
python3-trove-classifiers

rwho
rwhod

libfreerdp2-2t64 libimobiledeviced openjdk-17-jre
Use "sudo apt autoremove® to remove them.

Upgrading:
7zip 1ib
libo

Bempko-)-|° O

=l root@vbox: /heme/warnaud
File Actions Edit View Help

Package configuration

Configuring n setup
choose the s the console font.
If you don't use a fr: s that start with "."
colors on the conso

File System

KOI8-R and KOI8-U

(for blind users)
so Bosnian and Serbian Latin)
(for blind users)

Greek (for blind users
Hebrew

1 and Latin5 - western Europe and Tur
nd Romanian
ewa; Esperanto; Irish; Maltese and Welsh
# Latin7 - Lithuan Latvian; Maori and Marshallese
Latin - viet

will reduce the number of a

o <

o o«

A O 108 | G

A 012 |G




O 4 A& O 131 G

root@vbox: /home/warnaud

File Actions Edit View Help

Setting up libfribidi@:armés (1.9.15-1)
Setting up libmtp-common (1.1.21-4)
Setting up python3-rfc3987 (1.3.8-3)
Setting up tlutils (1.41-4+b1) ...

E Setting up kali-wallpapers-2024 (2024.4.1)
Setting up libportmidi@:armés4 (1:217-6.1+b3)

I setting up libfaad2:armé4 (2.11.1-1+b2)

File System Setting up libxineramal:armé4 (2:1.1.4-3+b2)

Setting up librtlsdr@:armé4 (2.8.2-2+b1) ...
Removing 'diversion of /lib/udev/rules.d/6@-librtlsdr@.rules to /lib/udev/rules.d/60-librtlsdr@.rules.usr-is-m
erged by usr-is-merged’

F ] Setting up libexifl12:armé64 (@.6.24-1+b2)
Setting up rfkill (2.4@.2-9)
Setting up libbtbbl:armé4 (2018.12.R1-1+b2)
Setting up libimagequant®@:armé4 (2.18.0-1+b2)
Setting up libbytesize-common (2.11-1)
Setting up libcdio-paranoia2t64:armés (10.2+2.8.2-1+b1)
Setting up figlet (2.2.5-3+b1)
Setting up libdc1394-25:arm64 (2.2.6-4+b2)
Setting up libluajit-5.1-common (2.1.@+0penresty20240815-1)
Setting up libxvl:armé4 (2:1.8.11-1.1+b2)
Setting up tree (2.1.3-1+bl1)
Setting up libpnglé6-16t64:armés (1.6.44-2)
Setting up libhwlocl5:armés (2.11.2-1)
Setting up libcares2:armé64 (1.34.2-1)
Setting up python3-xlwt (1.3.0-6)
Setting up libimath-3-1-29t64:armé4 (3.1.12-1+b1)
Setting up libmpc3:armé4 (1.3.1-1+b3)
Setting up libmnl@:armé4 (1.@.5-3)
Setting up python3-cvss (3.2-8kalil)
Setting up libcrypto++8t64:armes (8.9.0-1.1+bl)
Setting up systemd-timesyncd (256.6-1)
systemd-time-wait-sync.service is a disabled or a static unit not running, not starting it.

1
D
3 — g Ve
D & | - w
T &% /-\ .‘ - ‘i ’ _:;'
Takes a while but should finish then immediately reboot. If it doesn't reboot, note the error and
google/Ai for it

X

snapshot Il

shutdown the machine and make a new snapsho

Oracle VirtualBox Manager

TR 83 § e

Delete Restore  Properties Clone
Name | Taken |
~ BR 20241108-original 10.11.2024 11:06 (29 minutes ago)
~ ©R 20241108-upgraded 10.11.2024 11:36 (15 seconds ago)
@ current State (changed)

I » Kali Linux (20241108-upg...)
' ® powered 0ff

Current State (changed)
Powered Off since 11:36

The current state differs from the state
stored in the current snapshot

Attributes  Information

Name: 20241108-upgraded

Description: 5| packages up to date




Guest Tools installation

boot the VM, log in your session
click on the menu Devices> Insert Guest Addition CD
Right-click on the CD on the Desktop and choose “Mount Volume”

N J X JaRg OD4 & 0NUB| e

[& Open

VBOX.C a gafely Remove Volume

o Mount Volume

B Applications

Launch a terminal

sudo su

cd /media/cdrom@



q]leE D4 &4 143 |G

—

root@vbox: /media/edrom0

' File Actions Edit View Help
tmpfs on /run/credentials/systemd-udev-load-credentials.service type tmpfs (ro,nosuid,nodev,noexec,relatime,nosymfollow,siz
e=1024k,nr_inodes=1024 ,mode=700,inodef4, noswap)
fusectl on /sys/fs/fuse/connections type fusectl (rw,nosuid,nodev,noexec,relatime)
configfs en /sys/kernel/config type configfs (rw,nosuid,nodev,noexec,relatime)
tmpfs on /run/credentials/systemd-sysctl.service type tmpfs (ro,nosuid,nodev,noexec,relatime,nosymfollow,size=1024k,nr_inod
E es=1024 ,mode=7@0, inode64,noswap)
__— tmpfs on /run/credentials/systemd-tmpfiles-setup-dev-early.service type tmpfs (ro,nosuid,nodev,noexec,relatime,nosymfollow,
size=1024k,nr_inodes=1024 ,mode=7@0, inode64,noswap)
File System tmpfs on /run/credentials/systemd-tmpfiles-setup-dev.service type tmpfs (ro,nosuid,nodev,noexec,relatime,nosymfollow,size=1
@24k, nr_inodes=1024 ,mode=700, inode64 , noswap )
tmpfs on /tmp type tmpfs (rw,nosuid,nodev,size=1088128k,nr_inodes=1048576,inode64 )
/dev/sdal on /boot/efi type vfat (rw,relatime,fmask=0077,dmask=0077,codepage=437,iocharset=ascii,shortname=mixed,utfs,error
1 s=remount-ro)
tmpfs on /run/credentials/systemd-tmpfiles-setup.service type tmpfs (ro,nosuid,nodev,noexec,relatime,nosymfollow,size=1024k
,Nr_inodes=1024,mode=70@,inode64, noswap)
binfmt_misc on /proc/sys/fs/binfmt_misc type binfmt_misc (rw,nosuid,nedev,noexec,relatime)
sunrpc on /run/rpc_pipefs type rpc_pipefs (rw,relatime)
tmpfs on /run/credentials/getty@ttyl.service type tmpfs (ro,nosuid,nodev,noexec,relatime,nosymfollow,size=1024k,nr_inodes=1
024, ,mode=700,inode6s4 , noswap )
tmpfs on /run/user/100@ type tmpfs (rw,nosuid,nodev,relatime,size=201624k,nr_inodes=50406,mode=700,uid=1000,gid=-1000,1inodeb
{ 4)
VBox_GAs_7.1 i gvfsd-fuse on /run/user/1000/gvfs type fuse.gvfsd-fuse (rw,nosuid,nodev,relatime,user_id-1000,group_id-1000)
4 /dev/sr® on /media/cdrom@ type iso09668 (ro,nosuid,nodev,noexec,relatime,nojoliet,check=s,map=n,blocksize=2048,iocharset=utf
8,user=warnaud )

/home /warnaud
/media/cdrom@

/media/cdrome
1
AUTORUN.INF VBoxDarwinAdditions.pkg VBoxSolarisAdditions.pkg autorun.sh
VBoxDarwinAdditionsUninstall.tool VBoxWindowsAdditions-amd64.exe
VBoxLinuxAdditions-arm6&.run VBoxWindowsAdditions-x86.exe runasroot.sh
TRANS . TBL VBoxLinuxAdditions.run VBoxWindowsAdditions.exe windowsll-bypass.reg

/media/cdrome

apt install -y dkms linux-headers- uname -r build-essential
sh ./VBoxLinuxAdditions-arm64.run
usermod -sG vboxsf warnaud

O 4 & 01201 &
root@vbox: /media/edrom0

File Actions Edit View Help

(Reading database ... 485554 files and directories currently installed.)
Preparing to unpack ... /linux-headers-6.11.2-common_6.11.2-1kalil_all.deb
Unpacking linux-headers-6.11.2-commen (6.11.2-1kalil)
Selecting previously unselected package linux-kbuild-6.11.2.
Preparing to unpack ... /linux-kbuild-6.11.2 6.11.2-1kalil_armé4.deb
Unpacking linux-kbuild-6.11.2 (6.11.2-1kali1)
Selecting previously unselected package linux-headers-6.11.2-arm64.
Preparing to unpack .../linux-headers-6.11.2-armé64_6.11.2-1kalil_armé4.deb
File System Unpacking linux-headers-6.11.2-armé4 (6.11.2-1kalil)
Setting up linux-headers-6.11.2-common (6.11.2-1kalil)
Setting up linux-kbuild-6.11.2 (6.11.2-1kalil)
Setting up linux-headers-6.11.2-armé4 (6.11.2-1kalil)
1]
/media/cdrom@d
] ./VBoxLinuxAdditions-armé4.run
Verifying archive integrity... 18@% MD5 checksums are OK. All good.
Uncompressing VirtualBox 7.1.4 Guest Additions for Linux 100%
VirtualBox Guest Additions installer
Removing installed versiom 7.1.4 of VirtualBox Guest Additions ...
VirtualBox Guest Additions: Starting.
VirtualBox Guest Additions: Setting up modules
VBox_GAs_7.1 " virtualBox Guest Additions: Building the VirtualBex Guest Additions kernel
rd modules. This may take a while.
VirtualBox Guest Additions: To build modules for other installed kernels, run
VirtualBox Guest Additions: /sbin/rcvboxadd quicksetup <version>
virtualBox Guest Additions: or
VirtualBox Guest Additions: /sbin/rcvboxadd gquicksetup all
VirtualBox Guest Additions: Building the modules for kernel 6.11.2-armé&.
update-initramfs: Generating /boot/initrd.img-6.11.2-armé4
VirtualBox Guest Additions: reloading kermel modules and services
virtualBox Guest Additions: kernel modules and services 7.1.4 r165100 reloaded
VirtualBox Guest Additions: NOTE: you may still consider to re-login if some
user session specific services (Shared Clipboard, Drag and Drop, Seamless or
Guest Screen Resize) were not restarted automatically

/media/cdrome

=X & <
' f\f‘k ./ >




Fine tuning

stop the machine and click on the settings button to fine tune it:

e add more RAM and CPU if possible (runs fine with defaults)
e add clipboard

* 3D acceleration

e disable audio

e share folder

General

Basic Advanced Description Disk Encryption
Snapshot Folder: B8 [Users/fortierafVirtualBox VMs/Kali Linux/Snapshots

Shared Clipboard: | Bidirectional

Drag'n'Drop: | Bidirectional

Maotherboard Processor Acceleration

Ll

Base Memory: B192MB

Holds the amount of base memory the virtual machine will have.
d

i

Pointing Device: = USB Tablet

Extended Features: Enable |/O APIC
+ Enable Hardware Clock in UTC Time
+ Enable EFl (special 0Ses only)

Enable Secure Boot




Matherboard Processor Acceleration
Processors:

1CPU 24 CPUs

Execution Cap: 100% v

Display

Remate Display Recording

Video Memory:

Monitor Count:

Scale Factor:

Graphics Controller: ~ VMSVGA

Extended Features: + Enable 3D Acceleration




Audio
Enable Audio

Adapter 1 Adapter 2 Adapter 3 Adapter 4

+ Enable Network Adapter

Attached to: | NAT

Adapter Type: Intel PROM000 MT Desktop (82540EM)

MAC Address: 080027969E15
+ Cable Connected

Port Forwarding

Folder Path: 8 /Usersffortiera/Share v

Folder Name: Share

Mount point: /mnt/share|

Read-only

+ Auto-mount

Cancel

Extra packages

Start the machine, now you “should be able to copy/paste commands !

apt install -y htop ccze dfc iftop libreoffice libreoffice-

apt update




110n-de libreoffice-110n-fr clipit zaproxy

Hacks

sudoers

sudo su

usermod -aG kali-trusted kali
Autologin

sudo su

Manual

vi /etc/lightdm/lightdm.conf

Seat

autologin-user=kali
autologin-user-timeout

One-liner

\ 4.4
~

sudo sed -i 's/#autologin-user=/autologin-user=kali/g; s/#autologin-user-
timeout=0/autologin-user-timeout=0/g' /etc/lightdm/lightdm.conf

Extra packages

Docker

sudo su

apt update

apt install -y apt-transport-https ca-certificates curl gnupg lsb-release
# Add Docker's official GPG key

curl -fsSL https://download.docker.com/linux/debian/gpg | gpg --dearmor -o



usr/share/keyrings/docker-archive-keyring.gpg
# Add Docker repository (using Debian as base since Kali is Debian-based)
echo "deb [arch=arm64 signed-by=/usr/share/keyrings/docker-archive-
keyring.gpg] https://download.docker.com/linux/debian bullseye stable" tee
etc/apt/sources.list.d/docker.list dev/null

# Update package list again

apt update

apt install -y docker-ce docker-ce-cli containerd.io
systemctl enable docker --now

usermod -aG docker kali

Docker-compose

check: https://github.com/docker/compose/releases/ for url
sudo su

sudo wget
https://github.com/docker/compose/releases/download/v2.30.3/docker-compose-
linux-aarch64 -0 /usr/bin/docker-compose

chmod +x /usr/bin/docker-compose

Test

Does it work?
! log out or reboot so the user kali is part of the docker group "

docker info
docker-compose info

Volatility 2 & python2

sudo su

# Install dependencies

apt install -y python2 python2-dev build-essential git libdistorm3-dev yara
librawl394- libcapstone-dev capstone-tool tzdata libpython2-dev libjpeg-
dev zliblg-dev libfreetype6-dev liblcms2-dev libwebp-dev tcl8.6-dev tk8.6-
dev python2.7-tk

#Install pip

cd

curl https://bootstrap.pypa.io/pip get-pip.py --output get-pip.py
python2 get-pip.py

# Install Python deps with python2 pip

python2 -m pip install -U setuptools wheel

python2 -m pip install importlib


https://github.com/docker/compose/releases/

python2 -m pip install distorm3

python2 -m pip install pycrypto

python2 -m pip install yara-python==3.11.0

python2 -m pip install pillow

python2 -m pip install openpyxl

python2 -m pip install pytz

python2 -m pip install ipython

python2 -m pip install capstone

# link yara

ln -s /usr/lib/aarch64-1linux-gnu/libyara.so0.10 /usr/lib/libyara.so
# Check python & yara are working

python2 -c "import yara; print('YARA Python working')"
yara --version

# Clone Volatility 2

cd /opt

git clone https://github.com/volatilityfoundation/volatility.git

echo "#! /usr/bin/bash

/usr/bin/python2 /opt/volatility/vol.py \$@" usr/local/bin/volatility
chmod +x /usr/local/bin/volatility

Volatility 3

sudo su

cd /opt
git clone https://github.com/volatilityfoundation/volatility3.git
ln -s /opt/volatility3/vol.py /usr/local/bin/volatility3

Yara

sudo su

mkdir /opt/yara
cd /opt/yara
git clone https://github.com/Yara-Rules/rules.git
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