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Cross-Site Scripting (XSS)

Cross-Site Scripting (XSS) Is A Web Vulnerability That Allows Attackers To Execute Malicious
Code On Websites Visited By Other Users, Which Can Result In Data Theft And Unauthorized
Session Control.

Stored XSS (Persistent XSS)

First The Attacker Finds An Entry Point Into A Web Application
That Allows Users To Enter Data That Is Displayed To Other
Users. This Could Be In Areas Such As Comments, User Profiles,
Forum Posts, Etc.

Here Is A Real Example Of Stored XSS:
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Scope: Credential Theft, Session Hijacking, Malware Downloading, Redirection To Malicious Sites, Content
Mecdification, Insider Attacks.
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