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EDUCATIONAL PURPOSES ONLY

) WIF

TOOLS

ASSESS. ANALYZE. AUDIT.

Wireless Security Edition
Updated for 2025-2026

Kali Linux - Parrot 0S
WPA2 - WPA3 - WPS

DAILY

EST. 2021

ACTIVE TOOLS - MAINTAINED & CURRENT

AIRCRACK-NG

Industry-standard suite for
WiFi auditing. Includes tools
for capture, injection, cracking
and analysis.

BETTERCAP

Network attack and
monitaring framework.
Handles WiFi, Bluetooth,
MITM, phishing and
credential harvesting.

MITM / SNIFFING

WPSPIXIEDUST

Offline tool to brute-force
WPS PINs using the

Pixie Dust attack with
advanced optimizations.

KISMET

Passive wireless network
detector and IDS. Supports
multi-band capture, plugin
system and drone mode.

FLUXION
Social-engineering
framework for rogue
APs and credential
harvesting via WiFi
captive portals.

ROGUE

AIRDGEDON
Multi-platform bash script
to audit WiFi networks.
Automates attacks and
handshake captures,

REAVER

Brute-forces WPS PINs to
recover WPA/WPAZ
passphrases. Supports
Pixie Dust attacks.

A

WIRESHARK

Network protocol analyzer.
Decodes 802.11 frames and
reconstructs encrypted
sessions post-capture.

HACKRF ONE
Software Defined Radio
(SOR) platform for RF
analysis, signal injection
and advanced research.

04

AIREPLAY-NG

Packet injection engine for
deauth, ARP replay, fake auth
and interactive packet
manipulation.

INJECTION

HASHCAT

Advanced password
recovery tool. Cracks
WPA/WPA2 PMKID and
handshake hashes at
blazing speed.

HASH CRACKING

WIF1-PUMPKIN

Rogue AP framework for
security awareness and
auditing captive portals
and WiFi clients.

WIFITE2

Automates wireless audits.
WPA/WPAZ handshake capture,
WPS attacks, and basic
credential testing.

AUTOMATED

KALI LINUX

The premier penetration
testing distribution with
wireless tools pre-installed
and kept up to date.

LIVE 05

FLIPPER ZERO

Multi-tool for hardware
hacking and wireless
protocol testing in
physical assessments,

WPS ATTACK UTOMATION RF RESEARC

HARDWARE TOOL

TACTICS METHODOLOGY OPSEC

4-Way Handshake Capture + Offline Cracking
PMKID Clientless Attack (WPA2/WPA3)

Deauthentication / Disassociation Flood

Passive Recon - kismet, airodump-ng Enable Monitor Mode before capture

i ’ / Randomize MAC address before engagement
Target Selection - channel, BSSID, clients Use VPN / Tor for external lookups

Test only on networks you own

Evil Twin & Captive Portal Phishing 4 . hotlas
or have written authorization

WPS PIN Brute-Force & Pixie Dust
ARP Cache Poisoning / MITM
Downgrade Attacks (WPA3 = WPAZ)

Handshake / PMKID Capture - hcxdumptool

Offline Cracking - hashcat + rulesets Maintain detailed, time-stamped logs
Verify local legal jurisdiction

Reporting & Remediation Guidance Always follow responsible disclosure

DAILY TEAM

OFFENSIVE SECURITY COMMUNITY
DEFEND All tools for authorized, ethical
penetration testing only.

Intelligence is power.
Responsibility is everything.

@ Q

EDUCATE  ASSESS  ANALYZE

STAY LEGAL. STAY ETHICAL.
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AIRCRACK WG HASHCAT BETTERCAP

WiFI scanning via a poweriul G

FLLINIOM ACPLAY -l

AMEROTE o WIPA PasshFRsE v WaTEIVING platiogm wath G Fo iR S Nk e

HCXTOOLS 5 PHAGDTCHI

Il ATTACK VECTORS | PMEID ATTACK FLODW il DPEEC CHECKLIST

PMKID Capturs (chaniess) = Enable monfor mode via alrman-ng
4-Way Handshake Capture = Capture PMEID with hexdumploo]
Deauthentication Flood = Conver 1o hash with hoxools

Evil Twin + Captive Partal = GPU crack; hashcal -m 22000

WPS Pixie-Dust Attack i s
WPA-Enterprise GTC Downgrabe

Baacon | 5510 Flooding

MITM via ARF Potsoning

KNOWLEDGE IS AUTHORIZATION 15

DAILY RED TEAM
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= Monitocr mode [alrmon-ng chock kil
= MAC randomization via macchanges
= Route all traffic vis VPN or Tor

= Lee a dedicated pantest NIC

= Mo Pl in wordlisis or capiunes.

= Oilatain writhen autharizanion first

= Log all sctivity for the repont

= Stay legal and ethical atways
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