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CYBER SECURITY

YOUR JOURMEY TO A SECURE FUTURE

BUILD STRONG BASICS LEARN NETWORKING DEEPLY

= Networking (TCRYIP, DS, HTTRYHTTPS)

« 05 Modal
« Operating Systems (Windows + Liru)

o Subnetting

s Basic Programming {Python recommended) . Protocol
i o =3

MASTER LINUX ) UMDERSTAND CYBER
| SECURITY FUMDAMENTALS
Wazrat secirity toods run on Linus o
{especially Kall Linux) - = Types of attacks | Prushang, Matwane, Diols)
Learn eormmancs, fils syster = 1A Tiiad [Confidentiality, Imegrity
permissicns, and scripting Aarlability)
» Rigk & Vulnerahility concepls

START WITH TOOLS

et hands-o with ool ke PRACTICE IN LABS
= Mrmap (Metwork scanning) Uss platiorms likee

= Wireshark (Packet analysis) + TryHackbe

= Matasplolt (Exploitation) + Hack The Box

DOSE YOUR DOMAIN LEARN REAL-WORLD
VIO S ATTACKS & DEFENSE

« [Etrecal Hacking £ Penetration Testing » S0L Injection
* SOC Analyst yos i
= K5
* Bibtuoeks Sacormy « Password altacks
« Web Application Security
¥ » Firewall & ID5APS

BUILD PROJECTS

Criate projects bike:

CERTIFICATIONS
{OPTIONAL BUT HELPFUL)
=« CEH

= Security+

= DSCP | Advanced)

= Metwork Scannes
s Packet Sniffer

= ulnerability Scannes

FINAL TIP: Consistency > Speed. Focus on leaming + practicing daily.

TryHackMe guided CTF rooms, perfect for day one

- tryhackme.com | Free tier available

[ HackTheBox harder machines, closer to real pentesting

- https://hackthebox.com | Free tier available

[J PicoCTF beginner CTFs made by Carnegie Mellon University
- https://picoctf.org | 100% free, no setup

[0 CTFtime.org calendar of live CTF competitions worldwide

- https://ctftime.org | Find competitions by skill level

Warnaud's Wiki - https://wiki.fortier-family.com/


https://hackthebox.com
https://picoctf.org
https://ctftime.org
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