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Red & blue Team tools

Search Engines

Shodan.io
Threat Intelligence pulsedive.com \

“~ Server

Vulnerabilities vulners.com

google.com

Certificate Search crt.sh

wigle.net WiFi Networks

{ Server )— ivre.rocks

grep.app Codes Search

Attack Surface binaryedge.io
app.binaryedge Threat Intelligence

Codes Search ) - socradar.io

onyphe.io

Search Engine for Pentester

Attack Surface fullhunt.io

viz.greynoise.io Threat Intelligence

Codes Search publicwww.com
censys.io
Threat Intelligence uriscan.io

hunter.io - { EmailAddresses:

Codes Search searchcode.com
fofa.info Threat Inteligence

Attack Surface app.netlas.io
intelx.io

BT T TRV,
zoomeye.org — Threat Inteligence )

leakix.net Threat Intelligence

Best tools
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Best Penetration Testing Tools

fuzzdb

Wi BURPSUITE

HASHCAT

Red Team

NMAP/ZenMap

Sqlmap

Linux-Exploit-Suggester

MobSF
Metasploit
Fuzzdb
Burp Suite
Nikto

Wireshark

John The Ripper

Hydra
Aircrack-ng

Hashcat

= For
Vulnerabilities

R

For
Web Apps
and Shell

For
“~*  Credentials
and Wireless
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RedTeam
TOOLKIT

e Spiderfoot e Shodan ¢ OpenVAS

e OSINT e Nmap * Nikto

e Maltego e sqgimap ° RustScan
" phishing

e Gophish e Empire Project

e King Phisher e Pupy

e EvilURL e Cobalt Strike
Privilege Escalation Exfiltration

e BloodHound e SharpExfiltrate

« BeRoot e DNSEXxfiltrator

e Egress-Assess

Credential Dumping

e Mimikatz e Dumpert ¢ nanodump

e LaZagne * Forkatz e Pypykatz

m cybersecurity-news ] www.cybersecuritynews.com
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Blue Team

BIueTeam

T O OL K

¢ Wireshark HELK
. pfSl_!nSE Volatility
e Arkime Wazuh

\_* Snort » RegRipper

OSSEC
Incident Management |« osquery /_,
./'. . =3
e GRR Rapid Response )

A

" o Ki B
Threat Intelligence * K'PPC‘:
« Cowrie

Fa i e Dockpot

i’

* Misp

| « HonSSH
e« MSTICPY ) .

« Cortex XDR « OSSIM
* Cynet 360 e Splunk
« FortiEDR ) « LogRhythm
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Docs

Autopsy

autopsy.pdf

Assessments

e https://github.com/freelabz/secator
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