2026/11/05 02:44 1/10 Red & blue Team tools

Red & blue Team tools

burpsuite
chrome_extensions
e forensic

e siem

Overview
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Top Cybersecurity Tools

Social Engineering

1. GoPhish

2. HiddenEye

3. SocialFish

4. EvilURL

5. Evilginx

6. SET (Social-
Engineering Toolkit)

Cloud Security

1. AWS GuardDuty

2. Azure Security Center
3. Google Cloud Security
Command Center

4. Prisma Cloud

5. Lacework

6.wiz

Vulnerability Scanning

1. Nessus

2. OpenVAS
3. Nexpose

4. Qualys

5. Acunetix

6. Lynis

Endpoint Security

1. CrowdStrike Falcon

2. SentinelOne

3. Carbon Black

4. Symantec Endpoint
Protection

5. Microsoft Defender for
Endpoint

https://wiki.fortier-family.com/

Password Cracking

1. Hashcat

2. John the Ripper
3. Hydra

4. Medusa

5.Cain & Abel

6. Ophcrack

Wireless Hacking

1. Aircrack-NG
2. Wifite

3. Kismet

4. TCPDumMp
5. Reaver

6. Wireshark

Forensics

1. Wireshark
2. Autopsy
3. Volatility
4. SleuthKit
5. Binwalk
6. Foremost
7. EnCase

Threat Intelligence

1. ThreatConnect
2.Recorded Future.

3. AlienVault OTX

4. 1BM X-Force Exchange
5. MISP (Malware
Information Sharing
Platform)

@Cyber Threat Intelligence

Web Application
Assessment

1. OWASP ZAP
2. Burp Suite
3. Nikto

4. WPScan
5.Acunetix

6. Arachni

Exploitation

1. Metasploit Framework
2. Burp Suite

3. SQL Map

4. ExploitDB

5. Core Impact

6. Cobalt Strike
7.Empire

Network Defense

1. Snort

2. Suricata

3. pfSense

4. Security Onion

5. AlienVault OSSIM

Information Gathering

1. Nmap

2. Shodan

3. Maltego

4. TheHarvester

5. Recon-NG

6. Amass

7. Censys

B. OSINT Framewaork
9. Gobuster

10. Spiderfoot
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ToOP CYBER SECURITY TOOLS

©)Cyber Threat Intelligence

NETWORKING TOOLS OSINT TooLs
<. ® > WREsHARK (© MALTEGO
INMAPAORE]
OFFENSIVE TOOLS Cyber Edition m

“:'@R;\CK-NG [i]metasploitg ﬁ Burp Suite Q ZAP

DEFENSIVE TOOLS

msense_ U Clam AV

FORENSICS/REVERSE ENGINEERING TOOLS

'lg‘z > OllyDbg @Ghidra
x64dbg dnSpy

ENCRYPTION TOOLS

NA.  OpenSSL

VeraCrypt
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Search Engines

- ~—— Shodan.io
Threat Intelligence pulsedive.com \

~~ Server

Vulnerabilities vulners.com

google.com

Certificate Search crt.sh

wigle.net WiFi Networks

( Server )— ivre.rocks

grep.app Codes Search

Attack Surface binaryedge.io
app.binaryedge Threat Intelligence

Codes Search ) - socradar.io

onyphe.io

Search Engine for Pentester

Attack Surface fullhunt.io

viz.greynoise.io Threat Intelligence

Codes Search publicwww.com

censys.io
Threat Intelligence uriscan.io

hunter.io — EmailAddresses |

Codes Search searchcode.com
fofa.info Threat Intelligence

Attack Surface app.netlas.io

.
zoomeye.org —— Threat intelligence )

intelx.io

leakix.net Threat Inteligence

Red Team
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RedTeam
TOOLKIT

e Spiderfoot e Shodan ¢ OpenVAS

e OSINT e Nmap * Nikto

e Maltego e sqgimap ° RustScan
" phishing

e Gophish e Empire Project

e King Phisher e Pupy

e EvilURL e Cobalt Strike
Privilege Escalation Exfiltration

e BloodHound e SharpExfiltrate

« BeRoot e DNSEXxfiltrator

e Egress-Assess

Credential Dumping

e Mimikatz e Dumpert ¢ nanodump

e LaZagne * Forkatz e Pypykatz

m cybersecurity-news ] www.cybersecuritynews.com
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TOOLKIT

REAL TOOLS.

REAL OPERATIONS.

REAL IMPACT.

- OSINT &
3 ATTACK SURFACE

) SEARCH ENGINES
~\ FOR PENTESTERS

CODE & WEB
== ANALYSIS

DAILY

RED TEAM INTELLIGENCE

CODE & WEB
k== ANALYSIS

INFRASTRUCTURE /
SERVERS

e EMAIL & :
== DENTITY L

% EMAIL &
“* IDENTITY

'\m’ THREAT
~ INTELLIGENCE

/

SPECIALIZED
TOOLS

't = WiFi networks
- SSL certificates
%

vulnerabilities

= dorks

STAY CURIOUS. STAY STEALTHY. STAY AHEAD.
TOOLS DON'T HACK SYSTEMS. PEOPLE DO.
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RECON
Find Attack Surface

ENUMERATE
Map & Identify

EXPLOIT

Gain Access

OWN
Maintain & Pivot

SPECIALIZED
TOOLS

t = WiFi networks

- SSL certificates
- A ._)
vulnerabilities

=» dorks

OSINT &
S ATTACK SURFACE

DON’T JUST
COLLECT TOOLS.

USE THEM FOR RECON,
ENUMERATION, AND
VALIDATION.

#0SINT
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Blue Team

BIueTeam

T O OL K

¢ Wireshark HELK
. pfSl_!nSE Volatility
e Arkime Wazuh

\_* Snort » RegRipper

OSSEC
Incident Management |« osquery /_,
./'. . =3
e GRR Rapid Response )

A

" o Ki B
Threat Intelligence * K'PPC‘:
« Cowrie

Fa i e Dockpot

i’

* Misp

| « HonSSH
e« MSTICPY ) .

« Cortex XDR « OSSIM
* Cynet 360 e Splunk
« FortiEDR ) « LogRhythm
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Best tools

Best Penetration Testing Tools

fuzzdb

Wi BURPSUITE

HASHCAT

NMAP/ZenMap
Sqlmap i} Eor
Linux-Exploit-Suggester j Vuinerablis
MobSF
Metasploit

For
Fuzzdb _ Web Apps

and Shell

Burp Suite
Nikto
Wireshark
John The Ripper

For
Hydra ~  Credentials

and Wireless

Aircrack-ng

Hashcat
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Bug Bounty

Top 30 Best Tools For Bug Bounty
1. 4 Burp Suite - Comprehensive web security testing tool.

2. ©, OWASP ZAP - Open source web application security scanner.
3. ®* Nmap - Network mapping and security auditing.

4. 'J Wireshark - Network protocol analyzer.

5. 4’ Metasploit - Penetration testing framework.

6. % Aircrack-ng - WiFi security testing suite.

7. » John the Ripper - Password cracking tool.

8. ©) SQLmap - Automated SQL injection and database takeover tool.

9. 4¥ Nikto - Web server scanner. 0
10. £ W3af - Web application attack and audit framework.

11. £ Ghidra - Software reverse engineering framework.

12. .. Python - Programming language useful for scripting custom attacks.
13. % Kali Linux - Linux distribution designed for digital forensics and penetration testing.
14. ™ \altego - Open source intelligence and forensics application.

15. " Shodan - Search engine for internet-connected devices.

16. ¢ Firebug - Web development tool for debugging.

17. 7 Hashcat - Advanced password recovery utility.

18. & BeEF - Browser exploitation framework.

19. m GitHack - Tool to extract contents of a git repository from a website.

20. ;] GoBuster - Directory /file & DNS busting tool written in Go.

21. @ Postman - Tool for API testing.

22. @ XSSer - Automated tool for detecting and exploiting XSS vulnerabilities.

23.  Censys - Search engine for analyzing the configurations of networks and systems.
24. .~ OpenVAS - Vulnerability scanning and vulnerability management.

25. *, Recon-ng - Full-featured reconnaissance framework.

26. ™ YARA - Tool aimed at helping malware researchers identify and classify malware .

27. #& Sysinternals - Utilities to help you manage, troubleshoot and diagnose your Windows
systems and applications.

28. ", Fiddler - Web debugging proxy.

29. # Acunetix - Automated web application security scanner.

30. B Knockpy - Python tool designed to enumerate subdomains on a target domain.

Docs

Autopsy

autopsy.pdf
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TCPDUMP

tcpdump_cheatsheet.pdf

Other

VulnX (github)

GoAccess Github tutoriel (fr)
PentesterFlow article github
PentestCode article Github
Alrecon article GitHub
BugHunter articleGitHub

e Sublist3rGithub repo

Assessments

e https://github.com/freelabz/secator
e https://www.rapid7.com/products/metasploit/metasploitable/ Exemple
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https://github.com/projectdiscovery/vulnx
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