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Red & blue Team tools

burpsuite
chrome_extensions
forensic
siem

Overview

https://wiki.fortier-family.com/cybersecurity/tools/burpsuite
https://wiki.fortier-family.com/cybersecurity/tools/chrome_extensions
https://wiki.fortier-family.com/cybersecurity/tools/forensic
https://wiki.fortier-family.com/cybersecurity/tools/siem
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Search Engines

Red Team
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Best tools
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Bug Bounty

Docs

Autopsy

autopsy.pdf
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TCPDUMP

tcpdump_cheatsheet.pdf

Other

VulnX (github)
GoAccess Github tutoriel (fr)
PentesterFlow article github
PentestCode article Github
AIrecon article GitHub
BugHunter articleGitHub
Sublist3rGithub repo

Assessments

https://github.com/freelabz/secator
https://www.rapid7.com/products/metasploit/metasploitable/ Exemple
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https://github.com/projectdiscovery/vulnx
https://goaccess.io/
https://github.com/allinurl/goaccess
https://www.it-connect.fr/goaccess-analyser-les-logs-de-votre-serveur-web-en-temps-reel
https://cybersecuritynews.com/pentesterflow/
https://github.com/PentesterFlow/agent
https://cybersecuritynews.com/pentestcode-ai-agent/
https://github.com/s0ld13rr/pentestcode
https://cybersecuritynews.com/airecon-penetration-testing-tool/
https://github.com/pikpikcu/airecon
https://cybersecuritynews.com/bughunter-bug-bounty-toolkit/
https://github.com/shuvonsec/claude-bug-bounty
https://github.com/aboul3la/Sublist3r
https://github.com/freelabz/secator
https://www.rapid7.com/products/metasploit/metasploitable/
https://vexedmouse09.github.io/UDMCyberSecurity-Labs-MacBookCompatibility/docs/metasploitable.html
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