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18 CHROME EXTENSIONS

WAPPALYZER

« |dentify technology stack
» Web apps, frameworks,
CMS, analytics & more

& RECON

HACKTOOLS

+ Collection of 80+ hacking
tools in your browser

« Encoders, generators,
converters & more

@ APPSEC

HACKBAR

+ Modify requests, add
payloads, encode & decode

+ Essential manual testing
companion

£ APPSEC

OWASP PEN TESTING KIT

+ Adds helpful security tools
& references

+ Based on OWASP testing
guides & best practices

@ APPSEC

DOTGIT

+ Check for exposed git
repositories

+ Identify sensitive files
leaked in repos

> RECON

JSONVUE

+ Beautiful JSON viewer
& editor

« Format, validate &
analyze JS0N data

(=] WEB TESTING

STAY CURIOUS. BREAK THINGS.

®

ESSENTIAL TOOLS. MAXIMUM IMPACT.

FOXYPROXY

+ Manage proxy connections
+ Seamless integration with
Burp Suite & OWASP ZAP

5. PROXY

MODHEADER

* Modify HTTP request
headers on the fly

» Test auth bypass, APIs
& custom flows

@ APPSEC

BUILTWITH

+ Discover technologies
behind websites

« Frameworks, plugins,
hosting & more

) RECON

OPENLINK STRUCTURED
DATA SNIFFER

+ Discover hidden data,
endpoints & APls

+ Extracts JSON-LD, RDFa,
Microdata & more

& RECON

AUTHMATRIX

+ Authorization testing
made easy

+ Burp Suite integration
for access control testing

_ APPSEC

SINGLEFILE

+ Save entire web pages
as a single HTML file

+ Perfect for archiving
& offline analysis

[ WEB TESTING

Which Chrome extension do you use daily
that deserves a spot on this list?

COOKIE-EDITOR

« View, edit, delete cookies
+» Manipulate sessions, JWT
& authentication

@ APPSEC

SHODAN

+ Instantly check if host is
on Shodan

« Recon infrastructure,
open ports & services

4 RECON

USER-AGENT SWITCHER

« Switch & spoof user-agent
strings

+ Test mobile/desktop
views & restrictions

(=] WEB TESTING

JS LINK FINDER

+ Find endpoints, URLs &
parameters in JavaScript

« Great for discovering
hidden attack surface

© RECON

RETIRE.JS

= Detect vulnerable
JavaScript libraries

+ Get CVE info & upgrade
recommendations

| @ APPSEC

TRUFFLEHOG
EXTENSION

« Find secrets, AP keys,
tokens & credentials

+ Powered by TruffleHog
secret scanning

| & APPSEC |

DAILY RED TEAM

EDUCATIONAL
PURPOSES ONLY

LEARN ETHICALLY. TEST RESPONSIBLY. PROTECT RELENTLESSLY.
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