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THREAT MODELING
STRIDE
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SPOOFING

This is when a
malicious actor
pretends to be
someone they're not
by faking
information. For
instance, email
spammers changing
the sender's name to
appear trustworthy.
In applications, it's
like someone using
stolen login details
to impersonate a
user.
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T AMPERING

Tampering means
intentionally altering
data to compromise
its integrity. It could
involve changing
data on a device, in
memory, or during
data transmission.
Weak input
validation can allow
attackers to modify
data, leading to
issues.
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REPUDIATION

This is about
denying
responsibility for
actions. It's like a
user claiming they
didn't ELE an
online purchase
when they did. To
counter this,
comprehensive
logging, digital
signatures, and
multifactor
authentication can
be used.
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INFORMATION

DISCLOSURE

This threat involves
sharing information
with unauthorized
parties, like during
data breaches or
sending an email to
the wrong recipient.
Safeguarding against
it includes data
encryption and
strong access
controls.
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DENIAL OF

SERVICE

Denial of Service
(DoS) attacks block
legitimate users'
access to resources.
Monitoring for
abnormal resource
usage is crucial to
detect these attacks,
and applications
should be designed
with availability in
mind.
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ELEVATION OF
PRIVILEGE

Elevation of privilege
happens when an
unprivileged user
gains access to
higher-level
privileges, potentially
compromising
sensitive data. Robust
access controls, user
identity validation,
and multifactor
authentication are
needed to protect
against this threat.
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