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NEED OF SOC

SOC OPERATIONS

+ Protection against threats
» Continuous monitoring and
Incident responce

« Monitoring security
events and logs
= Detecting analyzyes

» Compliance with reulations incidents
* Miminize damage from » Responding and recover
security incidents from incidents
COMPONENTS OF SOC

(PEOPLE, PROCESS, TECHNOLOGY)

PEOPLE PROCESS TECHNOLOGY
V  sOClevel1 * Business » SIEM Solutions
™Y Processes * Security
s » Technology Monitoring Tools
‘1 SOC Level 2 Processes « Dashboard
¢ Operational » Ticketing system
E Incident Processes » Automated
Responder Analytical assessment tool
n Sublect Matter Processes
@il Expert/Hunter
@ SOC Manager SOC IMWLENENTATION
Ak
~ Chief Information SOC Key Performance
ll. ?ggg')w Officer indicators (KPI)

TYPES OF SOC MODELS

In-House/Interial SOC Model
Outsourced SOC Model
Hybrid SOC Model

TYPIS - MATURITY MODELS

* Completion time

* Response time

¢ Qvertime

* First-time fix rate

* Client satisfaction

* Transfer rate

* Call service level compliance
* Operations audit

& Snctam awanatilhy and arraccihilitv

and Metrics

SOC vs

NOC

CHALLENGES
IN IMPLEMENTATION
OF SOC

A

BEST
PRACTICES
POR

RIINMIN©E

SOC WORFFVLOW

— Throat Detection ——
¥
— Incident Prioritization
¥
Investigation
¥
Response
¥
——»  Remedlation
¥

Recovery

—

TYPES OF SOC MODELS

o
ol

TYPES OF MATURITY MODELS

SOC Capabllity Maturity Model

Control Objectives for
Information Technology (COBIT)

In-House/Internal SOC
QOutsourced SOC Model
Hybrid SOC Model

SOC GENERATIONS

First-generation SOC:
1973-1995

Second-generation SOC:
1996-2001

Third-generation SOC:
2002-2006

Fourth-generation SOG:
2007-2012

Fifth-generation SOC:
2013—till date

EI

®
O

SOC KEY PERFORMANCE

INDICATORS (KPI) AND
METRICS

» Completion time
* Response time
* Overtime
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Find What's Missing in Your SOC:
A Quick Check for Security Leaders

Can your Tier 1 triage suspicious files
and URLs from alerts in < 3 minutes?

o

High MTTR (Analyst Do you review and analy:
Bottleneck & Queue 100% of user-reported phishing
Overload) emails within minutes?

£
Q P

e : Can your stack uncover execution
Ftashing Tnage backlog behaviors of payloads designe

Delayed Response
to Initial Access) to bypass standard EDR/AV?

\

Evasion Blind Spot Do Tier 1 analysts get fu[&ilTRE
(Silent Dwell TTP reports without escalating >
Time & False Security) 10% of alerts to Tier 3? '\

gscataﬁg“ B Optimized SOC -
verioa . -
(High Tier-3 OPEX N & Maximum

& Analyst Burnout Efficiency
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2[0)'A Business Risk

‘Escalates F\dge SR sl- I ]0]@

What Should Where | Business

SOC Layer Happen It Breaks Down Impact
-l . . Signal lostin noise .  No action
Monitoring  Suspicious signal or‘;J not prioritized > taken

detected early

Tier 1: . Unclear signal 0 Attacker
: Alert validated , ...
Triage & contextualized delayed or ignored gains foothold
: Lateral
Tier 2: ; Lack of context
. ta Behavior analyzed, . g o ~  movement
Investlgat|on | inconclusive analy5|s begins
Incident : Escalation " Fullincident
Response Ll ezl happens late p impact

early

Detection Patterns identified, = No feedback loop, } Repeated
Engineering  detections updated  gap remains ~ exposure

https://wiki.fortier-family.com/ Printed on 2026/11/05 02:44



2026/11/05 02:44

5/5 SoC

0
—a

O Deep analytical
tools
= |dentify & Map critical assets &
dependencies; Gap Analysis of
data sources; OSINT and threat
intelligence integration.

@ DEPLOYING
i//i BACKDOORS

» Establish reverse shell or C2

inject code into processes.

© OPERATIONAL IMPACT
&ROI

=N

Datﬂ

EJ

= Exfiltration Prevention Efficiency;

security tools & automation.

From:

connection, modify system settings;

Minimize operational downtime; ROl of

SOC METRICS EVERY CISO SHOULD TRACK

@ VISIBILITY &
RECONNAISSANCE

nh ber Press
EFFICIENCY & TRIAGE (THE TRIAGE FU
& . MTTR (Mean Time to False Positive ' Alert '.'uluma
78 Respond/Remediate) Rate ' & Fidelity E
g - Measure analysis, isolation, = Analyze alert ﬂd-elll:y * Measure su;nﬂ- k
*  and remediation speed. and reduce noise. | to-noise ratio.
(TRADITIONAL (LEGACY) \S ZERO TRUST L 4 = 5.,...
SOC METRICS SOC METRICS : ::: — ..
ATTACKS SPREAD WIDELY | NEVER TRUST, VERIFY EXPLICITLY| —a"
== « Categorize alerts by risk;
Measure signal-to-noise ratio.
€@ ZERO TRUST
SOC METRICS

TRUST INSIDE, 1 ATTACKS LOCALIZED
DENY QUTSIDE i TO COMPROMISED IDENTITY
VPN ALLOWS ZTNA LOCALIZED
LATERAL SPREAD Vs MODEL i
4 ¥ filtering

HISTORICAL ATTACKS IS HE NEW PERIMETER
. sg target phishing, e.g. SQL injection,
L injection, e.g., snap confiomations

« \Verify identity explicitly; use
ZTNA segment attacks.

o COMPARATIVE SECURITY AHALYSIS

Traditional SOC
Prot i BUL Injection,
Access Control | 5 et mat'}:'f&chhing
Lateral Mavment Quality Trust
Trust Model in dircenteration ‘I'rl.ﬁl.?ﬂndd
Lateral Movement |  Laterallateral Date lateral
Pratection Movement Protection | Movements
Security actual Securlty natwo
Verification auta verdfication wh‘mt;hm
Qual Co
(Compliance | TENSTE | Somess
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"= °~—— STAY VIGILANT. ADOPT ZERO TRUST. PROTECT BUSINESS ASSETS, ——>.2 *—

~ (@ ORCHESTRATION &
AUTUMM]DN (socTo CISU}

AUTOMATION PATGH QMMHTIRE
EFFICIENCY DEPLOYMENT MALICIOUS
SPEED FILES

IDENTITY-CENTRIC IS THE NEW PERIMETER
= Verify identity explicitly; implement strong
MFA; apply continuous adaptive access
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