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Network Security Fundamentals

o— Secure the Network. Protect Everything. —e

{ N N N ﬂ
o What Is Network Security? e Primary Goals e Core Principles e Common Threats
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Nebuork security protects the © it‘f;::@ i 0 Least Privilege ’:\ Eavesdropping /
confidentiality, integrity, and @ Ty~ ik . Sm{-'ﬁns
availability of systems and data | unauthorized changes ﬁ Segmentation A Mootk
as they mave across nebworks. Availability — keep \ ‘.
It combines people, processes, © services accessible o Secure Mﬁ“f‘fm Mald )
A Authenticity — veri
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UNIOBRG ACCRSS, MINSE, Accountability / Non-repudiation — :
disruption, or theft. o e mfm bem v Resilience o Spoofing
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6 Network Security Architecture 6 D&Fense in Depth
é =] B Dt & Ddentity Security
T =¥ % = £ i -.-) Application Securify
Internet Edge NGFW/  IDS/IPS  DMZ/ End Network Security
Firewall Public Services Smt.-.h Ne,t..mk l Users
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Logs, alerts, and telemetry feed into e - = sl S o
monitoring and response. ‘.I.I.l...i_ b.% If one layer fails, others still reduce risk. ¥,
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o Key Security Controls e Common Network Attacks W o Secure Network Design Best Practices
Firewalls — filter and enforce poUc, Dtscripﬁm\ v APPIH least privilege access
IDS/IPS — detect and block attacks @ Pucket Swiffing | capturing traffic in transit V' Use MFA for remote and admin access

v Encrypt sensitive communications
V' Patch network devices and firmware
v Segment users, servers, and critical assets
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@8  Nebwork Access Control (NAC) @R ARP Spoofing \ intercepting local nebwork traffic
ﬂ VPN / ZTNA — secure remote access | WA

, @ DNS Poisoning | redirecting users to malicious sites
ﬁ Sesmntatuon / VLANs |

gl it ®co TCP SYN Flsd ' xhausting connection resources V' Disable unused ports and services
Patch & firmware management w IP Spwf fing | faking a source a&duss v Use seeure baselines and hardening
L @ Logging / SIEM visibility o DDoS [ overihelming a serice or network | || V' Monitor continuausly and test regularly
L SR J\
{7z r @ AN
1) OSI Model & Security i @ ven f ZTNA — How It Works ® Firewall Types
Application | —> WAF, API securi i Gateway / Internal Packet Filtering Firewall —
- PP ] t:' User Device \E;NNA or Aﬂ)& ilkers by 1P, port, protocol

Stateful Inspection Firewall —
tracks connection state

a Presentatwn . —> encryption / certificates
a Session -.| —> session management l—-)
€ Tonsport | > TLS, port contros

Appliuﬁan ¥ Prux, Firewall —

Nebwork = f&'f;"spmff . m _____ inspects higher-layer traffic
- : ) f 'y Web Application Firewall (WAF) —
@D Data Link | — VLANs, 802.1X, | ¥ Secure remote connectivity protects web apps and APTs
o MAC controls | & Protects data in transit h "
€9 Prysical | — cable, device, facility ‘ V' Supports identity-aware access Next-Generation Firewall (NGFW) —
: protection a \/ Limits exposure. of mle,rnal services adds auareness, IPS, and spp control
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( Useful Tools
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Quick Checklist
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A secure network is

A Wireshark s 4 Pukf.l analysis Firewalls configured and reviewed
built with 1asmd
N —> network discover 3 i IDS/IPS enabled and tuned
@ map nd iy 3 defenses, strons identity MFA enforced
z Zeek —> nebwork secrity r.ontrols, vr?;bn[nt_y, and Pulihas aggbod' ly
monitoring continuous improvement. 9

: Lags collced and manitored
& W Suicata /Srort —> IDS/IPS T &

pFSense / OPNsense —> Freall platforms
s NetFlow / sFlow — traffic visibility
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Network Sccurit& is not
a product — it is an
onsning process.

Admin access secured
Conra backups maintained
Suuru'tbn tzstfn3 Performd
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