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Understand behavior. Extract evidence. Strengthen defenses.

ANALYZE DETECT | RESPOND STAY AHEAD

01 WHATIS MALWARE? 02 CORE ANALYSIS GOALS 03 COMMON MALWARE CLASSES
Software or code intentionally
designed to disrupt operations,
steal data, evade controls, or gain
unauthorized access.
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Measure impact and scope . t

Inf RAT/
nfostealer Bachicor Worm

8 © ©

Trojan Bot / Loader Spyware Rootkit

Identify capabilities and intent ( &= [:_!

- Ransomware
Extract I0Cs and behavioral indicators

Reveal persistence and evasion
Support detection, containment, and response

e sl e Map behavior to MITRE ATT&CK

Memory-resident » Script-based

A sample may combine multiple classes.

04 SAFE ANALYSIS WORKFLOW
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Preserve & Triage Static Code &
hash analysis memory analysis

Behavioral
analysis

@ Document evidence
and maintain chain
-V
Report & of custody.

detect

05 STATIC & CODE ANALYSIS 06 BEHAVIORAL & MEMORY ANALYSIS

J° TooLs 4> (0BSERVE J TOoOLS

4= WITHOUT EXECUTION

Hashes, file type, metadata,
signatures

Ghidra
IDA

Process tree and injection

Process Monitor

Process Explorer
Wireshark
INetSim
FakeNet-NG
Volatility 3

CAPE Sandbox

5 foce File and registry changes
Strings, imports, exports, sections ety Hinja i g
capa &)  Presistence and privilege activity
Detect It E:

. VLT =AYy DNS, HTTP/S, TLS, and C2 traffic
Disassembly, decompilation, FLOSS

control flow YARA

Entropy, packer, embedded content

Memory artifacts and decrypted payloads

LAB SAFETY
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Isolated VM

08 EVIDENCE TO CAPTURE

SHA-256 hashes

Domains

Mutexes

Centralized URLs
clipboard or folders logging

=
]
(G- E]
Host-only / No shared
simulated network

Services / tasks

Snapshots Certificates

IP addresses Process trees

Never analyze untrusted malware on a production or personal system. File paths Network patterns

Registry keys YARA / Sigma detections

09 EVASION TO EXPECT

Packing & encryption Delayed execution

Obfuscation Process injection
Anti-debugging LOLBins

Sandbox / VM checks Encrypted C2

ANALYZE THE BEHAVIOR —

@ A quiet sandbox run does not prove a samle is benign. Context + Evidence + Repeatability = Actionable Intelligence
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