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Logs

After working with Windows Event Logs, the next important area
for a SOC Analyst is understanding Linux logs.

Linux systems generate different types of logs that can help analysts
understand authentication activity, system events and suspicious behavior.

Key Linux Log Logs

@ /var/log/auth.log ‘ ﬂv

Contains general system
and service-related events. |

Contains authentication-
related events such as
successful and failed login
attempts, SSH activity and
privilege-related events.

Contains messages related
to the Linux kernel.

= \ | | Example: J
[ Example —_——
( er systemd(1]: server

(
Sep 14 19:23 3
ion 1234 of user user ‘ 56789] ethd: link

server kernel:

erver cron[5678):

bin/backup. sh) Out of memory:

(cron) CH
Kill process 43

’ @ Useful for: | Q
+ Failed/successful logins
« SSH activity
+ Privilege escalations

Q Usefulfur
+ Hardware issues
« Network events
« Kernel errors

+ Service events

|
Useful for: ‘

|

+ System messages I ‘ |

- Application logs

@ How a SOC Analyst Uses s Linux Logs

A simple investigation flow could look like this:

. Successful
login
(/var/log/auth.log)
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failed SSH logins | 2

. Instead of looking at one event alone, the analyst connects the events
to understand the complete activity.
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LINUX + SIEM + ANALYSIS =

[var/log/syslog | /var/log/kern.log
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STRONGER

# Linux logs
# Better visibility

# Stronger investigations

journalctl

A powerful command used
to view and investigate logs
collected by systemd.

Helps check previous login
sessions and login history.

journaletl -u sshd last
-f root

since "2025-89-14" user
reboot

Jjournalctl

journaletl -- . <
systen boot 5 4.8- ISB
gs for sshd service

@Q Useful for:
« Service logs
+ Real-time monitoring
« System-wide logs

= User login history
+ Session details
= Detect suspicious access

ey Takeaway

Windows logs + Linux logs + SIEM
= better visibility during investigations.

The goal isn’t just to find an unusual event —
it's to understand who did what, when,
from where, and what happened next.
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