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Cybersecurity Layers

1- Perimeter Security

2- Endpoint Security

= Mext Generation Firewalls = Antivirus

* VPHs = Vulnerability and Patch Management

* Web Application Firgwalls (WAF) # Endpoint Detection and Response (EDR)

# MNetwork Access Control (NAC) # Host-base Intrusion Prevention Systerms (HIPS)
+ Web Security Gateways = Device Encryption

+ Email Security Gateways = Application whitelisting

« DDOS Pratection * Maobile Device Management

* Intrusion Detection and Prevention Systems + Extended Detection and Response (XDR)

= Metwoark Detection and Response (NDR)

3- Application Security 4- ldentity Management

+ Secure Coding Practices * identity & Access Management (L&)
= Static Application Security Testing (SAST) = Multi-Factor Authentication (MFA)

* Dynamic Application Security Testing IDAST) * Single Sign-0n (S50)

* Interactive Application Security Testing [LAST) * Role-Based Access Control (RBAC)

* Runtime Application Self-Protection (RASF) * Privilege Access Management [PAM)
* AP Security

* Penetration Testing

- Data Security 6- Threat Intelligence

# Data Classification # Threat Intelligence PMatform (TIP)
+ Data Loss Prevention (DLP) + Thrioat Hunting

+ Secure Backups + Dark Web Monitoring

+ [Oatabase Activity MONITOring

+ Datahace Encryption

# Database Vulnerbility Management

- Incident Response & Recovery

- Security Awareness & Training:

* |ncident Response Plan (IRP) * Phishing Simulations
* Ransomware Readingss Program (RRP) * Employee Cyber Training
+ Disaster Recovery Plans (DRP) * Regular Security Drills
= Security Orchestration, Automation, and
Response (SOAR)
* Forensics & Investigation

* Backup & Restore Strategies
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