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How to react

How to react

Incident Response Cheat Sheet

Step 1

DON'T PANIC

& cyber ottock con certoinly be clossified o3 o disoster scenaria,
and a clear mind is nesded to novigate o . Once you and
your team odopt o problem-solving attitude, you will be able to
:OH T respond to the breoch in o loglool ond orgonized PANIC way.

USE BACKUP SERVERS ©

i you hove bockup servers ovailoble ond undamaged from the
attack, switeh to them immediately. The biggest reasen this step
folls is thot orgonizotions foil o test their doto restorotion
Process.

it your srganization does net have Bockup servers, aveld the
templotion to switch off your servers and workstotions, While
this may seem 1o be o vioble sclution, it will not heip to fix the
damage.

ISOLATE THE BREACH

if your orgonizotion ks hit with o cyber breoch, it is imperative
that you minimize the numbaer of affected systems. You will nesd
to isolote where the bresch ocourred ond stop if from infecting
other systems. Once the breach hos besn suspended, your
response tearm con test other portions of the network to ses
they have been compromised os well

The PR members on your responss teom need to reach out to all
clisnts who hove been impocted by the breoch os soon os
possible. For security purposes, your clients may need to change
thadr p du of PIN bers if thair private infermation wos
compromised.

PREVENT FUTURE 1
ATTACKS ™

o your team is unabls to sifectively sacurs your orgonizotion’s IT,
you moy nesd o portmer with on outside cyber sscurity
company. Outsourcing your cyber security needs to an
Managed Security Services Provider [MSSP) can ba cheaper and
they are often more effective thon most 1T teams.

Step 2
DO NOT PAY A RANSOM

il @ cyber attocker demands o ransom, it may be tempting
and easier to pay it to regain control of your network, but
often times, it may lead to future attacks. -

Only pay a ransom if there ls no other way to recover your
data. A much easier solution is to invest in an Endpoint
Detection ond Response solution thot con stop
ransomware before it can be executed.

FORM A RESPONSE TEAM &7

Te oddress any damoge coused by the cybor attock, you will
meed o copaoble ond exporienced resg team. Your team
whould be comprised of IT staff members, either contracted or
in-house, who will investigote the ottock ond work 1o resolve (T
HE should be included i your employees have been impocted by
the ottack. Public Relations representatives should be included
to best explain the attock to your customers. Always include
legal counsel since breaches caon have a number of legal

implicotions.

INVESTIGATE & MANAGE [_]

Upon investigotion, you may find thot the domoge offects
numersus portions of your orgoniration. HR responss team
members will need to be oddress omy impoct on your

oy i your i s or the public were affected, PR
wtat! will need to control the domoage done to your reputation.
The otiock may even couse legol romificotions, ond os such
your business's lawyers may nesd to ba invelved,

DOCUMENT

AS YOI M team s in igating the attock, ensune that
they ore documenting both their process ond their fndings.
From this evidence, you will be able to ascertain the vulnerability
that allowed the attock to be successiul, and thus fortity it going
forward.
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ATTACKS SPREAD WIDELY
» |dentify target individuals;
map infrastructure; gather
deep intelligence (OSINT).
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| NEVER TRUST, VERIFY EXPLICITLY
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server ¥ ¥ filtering

» Establish reverse shell or C2
connection; modify system settings;
inject code into processes.

« e.g. target phishing, e.g. SQL injection,

HISTORICAL ATTACKS IS HE NEW PERIMETER
« SQL injection, e.g., snap confiornations

]

« Filter and stream data; separate
high-fidelity alerts; execute

automated plays
€ LATERAL MOVEMENT
& GATHERING

&

« Spread infection across 1dent|l|es
(users, servers, databases); harvest
credentials; stage high-value data.
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