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==, ACTIVE DIRECTORY BASICS

UNDERSTANDING ENTERPRISE IDENTITY MANAGEMENT

Active Directory (AD) is a directory service developed by Microsoft
for Windows domain networks.

apply permissions efficiantly. s

01 DOMAIN CONTROLLER (DC) HOW ACTIVE DIRECTORY WORKS
The Domain Controllar is the heart
of Active Directory.
It authenticates users, enforces .
policies, and manages directory -
data.
m USERS & GROUPS AUTHENTICATION l VERSFICATION
-] . @ Users represent individual sccounts. i) e
.'-‘ Groups help organize users and Q Al S
CLIENT AD DATABASE

DOMAIN CONTROLLER

[ 03] ORGANIZATIONALUNMTS(OOUS) ¢+
ﬁ Olls help organize users, groups, 5 ".
and computers in a logical A
structure for easier management 1 1] F
and pelicy application '.‘ o—
USERS & GROUPS OUs GROUP POLICY
m GROUP POLICY (GPO)
:: Group Policy allows administrators WHAT AD DOES

o manage configuration settings,
security policies, and software
deployment across the domain.

@ Applies socurity policies
@ Centraly manages rescurces
Q Manages users, groups & devices

@ Authenticates users
@ Authorizes sccess

©

DNS (DOMAIN NAME SYSTEM)

DINS is essential for AD communication
It translates domain names to IP
addresses and locates domain
contrallers and services.

WHY ACTIVE DIRECTORY IS IMPORTANT
[ : J ﬁ Cestralized identity @

B access management B compliance

CMTE
I III ¢

WHY ATTACKERS TARGET AD @

Improves security Simplfies IT operatiors.
& management

SAVE THIS POST SHARE WITH OTHERS KEEP LEARNING FOLLOW THECYBERDEF
Save it for future Share with your tearm The meone you learn, Follow for daily
reference. and help others learn. the more you protect. cybersecurity content.

IDENTITY IS THE CORE OF

@ AD TIP
Understanding AD & essential

for every cybersecurity
professional working in
ErMEIprise environments.

PRIVILEGE ESCALATION

Attackers escalate privileges to
gain administrative access.

CREDENTIAL THEFT

Stealing credentials allows
attackers to access sensitive
resources.

LATERAL MOVEMENT
Attackers move across the
netwaork to compromise more
systems.

PERSISTENCE

Attackers establish persistence
to maintain long-term access
to the enmviranment.

I Protects critical
.!...._ business resgurces.
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